Introduction
============

Bacterial infections are a major cause of chronic infections and mortality. Antibiotics have been the preferred treatment method for bacterial infections because of their cost-effectiveness and powerful outcomes. However, several studies have provided direct evidence that the widespread use of antibiotics has led to the emergence of multidrug-resistant bacterial strains. In fact, super-bacteria, which are resistant to nearly all antibiotics, have recently developed due to abuse of antibiotics. Studies have shown that these bacteria carry a super-resistance gene called NDM-1.[@b1-ijn-12-1227] The major groups of antibiotics that are currently in use have three bacterial targets: the cell wall synthesis, translational machinery, and DNA replication machinery. Unfortunately, bacterial resistance can develop against each of these modes of action. The mechanisms of resistance include expression of enzymes that modify or degrade antibiotics, such as β-lactamases and aminoglycosides,[@b2-ijn-12-1227] modification of cell components, such as the cell wall in vancomycin resistance and ribosomes in tetracycline resistance,[@b3-ijn-12-1227] and expression of efflux pumps, which provide simultaneous resistance against numerous antibiotics.[@b4-ijn-12-1227] Most of the antibiotic resistance mechanisms are irrelevant for nanoparticles (NPs) because the mode of action of NPs is direct contact with the bacterial cell wall, without the need to penetrate the cell; this raises the hope that NPs would be less prone to promoting resistance in bacteria than antibiotics. Therefore, attention has been focused on new and exciting NP-based materials with antibacterial activity.

Most bacteria exist in the form of a biofilm, which often contains diverse species that interact with each other and their environment. Biofilms are specifically microbial aggregates that rely on a solid surface and extracellular products, such as extracellular polymeric substances (EPSs).[@b5-ijn-12-1227] Bacteria move reversibly onto the surface, but the expression of EPSs renders the attachment irreversible. Once the bacteria are settled, synthesis of the bacterial flagellum is inhibited, and the bacteria multiply rapidly, resulting in the development of a mature biofilm. At this stage, the bacteria are stuck together, forming a barrier that can resist antibiotics and provide a source of systemic chronic infections. Thus, biofilms are a serious health threat.[@b6-ijn-12-1227],[@b7-ijn-12-1227] Moreover, the bacteria within biofilms can produce superantigens to evade the immune system. Therefore, despite the abundance of antimicrobial drugs and other modern antibacterial agents, bacterial infections remain a major issue. The chronic infections related to planktonic bacteria and biofilms are always difficult to cure because of their inherent resistance to both antimicrobial agents and host defenses. In particular, biofilms are less restrained by antibacterial agents than the respective planktonic bacteria are.[@b8-ijn-12-1227]

Nanomaterials are materials that have at least one dimension (1--100 nm) in the nanometer scale range or whose basic unit in the three-dimensional space is in this range.[@b9-ijn-12-1227] NPs in particular have demonstrated broad-spectrum antibacterial properties against both Gram-positive and Gram-negative bacteria. For example, ZnO NPs were found to inhibit *Staphylococcus aureus*, and Ag NPs exhibit concentration-dependent antimicrobial activity against *Escherichia coli* and *Pseudomonas aeruginosa*.[@b10-ijn-12-1227] However, the detailed antibacterial mechanisms of NPs have not been thoroughly explained, and the same types of NPs often present contrasting effects. The antimicrobial mechanism of action of NPs is generally described as adhering to one of three models: oxidative stress induction,[@b11-ijn-12-1227] metal ion release,[@b12-ijn-12-1227] or non-oxidative mechanisms.[@b13-ijn-12-1227] These three types of mechanisms can occur simultaneously. Certain studies have proposed that Ag NPs prompt neutralization of the surface electric charge of the bacterial membrane and change its penetrability, ultimately leading to bacterial death.[@b14-ijn-12-1227] Moreover, the generation of reactive oxygen species (ROS) inhibits the antioxidant defense system and causes mechanical damage to the cell membrane. According to existing research, the major processes underlying the antibacterial effects of NPs are as follows: 1) disruption of the bacterial cell membrane; 2) generation of ROS; 3) penetration of the bacterial cell membrane; and 4) induction of intracellular antibacterial effects, including interactions with DNA and proteins.

This review focuses on the mechanisms of bacterial resistance and the antibacterial activity of NPs. Investigation of the antibacterial mechanisms of NPs is very important for the development of more effective antimicrobial materials.

Bacterial resistance to NPs
===========================

The primary reason why NPs are being considered as an alternative to antibiotics is that NPs can effectively prevent microbial drug resistance in certain cases. The rampant use of antibiotics has led to the emergence of numerous hazards to public health, such as superbugs that do not respond to any existing drug and epidemics against which medicine has no defense.[@b15-ijn-12-1227] The search for new, effective bactericidal materials is significant for combatting drug resistance, and NPs have been established as a promising approach to solve this problem.[@b16-ijn-12-1227]--[@b18-ijn-12-1227] However, NPs can also promote the emergence of bacterial resistance in certain cases.[@b19-ijn-12-1227] In this section, we present the positive and negative aspects of the interactions between NPs and drug-resistant bacteria.

Mechanisms of antimicrobial resistance
--------------------------------------

Bacterial resistance has become a serious problem due to the massive application of antibiotics, which are used prophylactically or remedially without proper medical indications; the inappropriate selection of alternate antimicrobials; and the frequent switching between antimicrobial treatments. Drug-fast and multidrug-resistant bacteria have multiple causes that can all be summarized as an interaction of intrinsic and extrinsic factors. The latter factors mainly include the sustained "selection pressure" of antibiotics and ecological changes in the human microenvironment.

In the following sections, we describe the mechanisms of the intrinsic factors from two different angles.

### From the angle of genetics at the DNA level

We first analyze the internal causes at the gene level. Resistance can be divided into intrinsic resistance and acquired resistance according to the source of the resistance genes. Intrinsic resistance can be caused by spontaneous mutation of existing or exogenous genes, whereas acquired resistance is caused by acquisition of resistance genes from another organism. The emergence of multidrug resistance (MDR) in particular is a result of the acquisition of different types of drug resistance genes by the same bacterial cell.[@b20-ijn-12-1227] In general, intrinsic resistance is subordinate and less important. There are three ways by which resistance can be transferred and spread between bacteria: plasmids,[@b21-ijn-12-1227],[@b22-ijn-12-1227] transposons,[@b23-ijn-12-1227] and integrons.[@b24-ijn-12-1227]

### From the angle of biochemistry at the protein level

Certain resistance mechanisms are a result of changes in proteins, including specific types of enzymes and major targets on the surface of cells. The main mechanisms with respect to biochemistry are 1) the alteration of targets; 2) the generation of inactivated enzymes or passivated enzymes; 3) the use of active efflux pump systems;[@b25-ijn-12-1227],[@b26-ijn-12-1227] 4) the presentation of obstacles to antibiotic permeation; 5) the formation of biofilms;[@b27-ijn-12-1227] and 6) the emergence and elimination of a specific protein, such as BamA[@b28-ijn-12-1227] or KatG,[@b29-ijn-12-1227] which can affect infection through unknown mechanisms. Certain bacteria show antimicrobial resistance through only one of the mechanisms listed earlier, but two or more mechanisms can also be combined in one type of bacterium, including 7) induction of an antagonist through metabolic pathways or 8) increased production of a competitive inhibitor counteracting the antibiotic.[@b15-ijn-12-1227]

Therefore, in the pre-NP era, three methods used to overcome antibiotic resistance were the development of new drugs, high-dose administration of an antibiotic,[@b6-ijn-12-1227] and the combination of multiple antibiotics.[@b30-ijn-12-1227],[@b31-ijn-12-1227] However, the production of novel antibiotics could not keep up with the mutation of bacteria, and intolerable toxicity always accompanied high-dose treatment. These treatment strategies also led to antibiotic misuse and the emergence of multidrug-resistant strains.

The effects of NPs on microbial resistance
------------------------------------------

### Positive side: as an effective therapeutic method to combat microbial resistance and multidrug-resistant mutants

Increasing numbers of NP variants and NP-based materials have been used as a new line of defense against microbial resistance and MDR.[@b32-ijn-12-1227],[@b33-ijn-12-1227] Different types of NPs have different mechanisms for combating microbial resistance. Various antibacterial mechanisms of NPs according to the metabolic process involved are presented in the "Antibacterial mechanisms of NPs" section.

One of the accepted relationships between nanomaterials and antibacterial activity is as follows: "Nanomaterials as antibacterial complements to antibiotics are highly promising and are gaining large interest as they might fill the gaps where antibiotics frequently fail."[@b16-ijn-12-1227] In addition, nanomaterials can complement and support traditional antibiotics "as a good carrier."[@b34-ijn-12-1227] This section focuses on the distinct features and complementary advantages of using NPs/nanotechnologies as antibacterial agents compared with traditional antibiotics, which can be summarized as follows: 1) overcoming the existing antibiotic resistance mechanisms that are listed in the "Antibacterial activity of NPs" section including the disruption of bacterial membranes and the hindrance of biofilm formation,[@b17-ijn-12-1227] 2) combatting microbes using multiple mechanisms simultaneously,[@b17-ijn-12-1227] and 3) acting as good carriers of antibiotics.

### Overcoming the existing antibiotic resistance mechanisms

Most types of NPs can overcome at least one of the common resistance mechanisms mentioned in the "Antibacterial activity of NPs" section (including the disruption of bacterial membranes and the hindrance of biofilm formation).[@b17-ijn-12-1227] These effects are a result of the bactericidal mode of NPs, which is based on their specific physicochemical properties.[@b35-ijn-12-1227] In contrast to traditional antibiotics, NPs have characteristic dimensions \<100 nm. Their uniquely small size results in novel properties, such as greater interaction with cells due to a larger surface area-to-mass ratio and versatile and controllable application.[@b6-ijn-12-1227]

The mechanisms by which NPs disrupt bacterial membranes are described in detail in the "Antibacterial process of NPs" section; rather, the interaction of NPs with cell barriers (including cell walls and membranes) and the synthesis of bacterial proteins are considered in this section. The bacterial cell membrane is difficult to change through only a few genetic mutations because of its highly conserved nature, which further reduces the probability of bacterial drug resistance.

In addition to the disruption of bacterial membranes, hindrance of biofilm formation is an important mechanism, as biofilms play an important part in the development of bacterial resistance.[@b36-ijn-12-1227] The unique composition and structure of bacterial biofilms provide shelter or protection to the embedded microorganisms, helping them to escape from most antibiotics. In addition, bacterial biofilms are "a breeding ground" for frequent resistance mutations and the exchange and alteration of these mutations among different bacterial cells.[@b15-ijn-12-1227]

Studies have shown that many NPs can prevent or overcome biofilm formation, including Au-based NPs,[@b37-ijn-12-1227] Ag-based NPs,[@b38-ijn-12-1227] Mg-based NPs,[@b39-ijn-12-1227] NO NPs,[@b40-ijn-12-1227],[@b41-ijn-12-1227] ZnO NPs,[@b7-ijn-12-1227] CuO NPs,[@b42-ijn-12-1227] Fe~3~O~4~ NPs,[@b43-ijn-12-1227] and YF NPs.[@b44-ijn-12-1227] Greater prevention of biofilms is achieved by a smaller size and higher surface area-to-mass ratio, and the particle shape of NPs also has a remarkable effect on biofilm destruction (eg, NPs with a rod like shape are more effective than NPs with a spherical shape).[@b41-ijn-12-1227]

### Combatting microbes using multiple mechanisms simultaneously

The antimicrobial mechanism of traditional antibiotics is usually relatively simple, which is partly why bacterial resistance has emerged. In contrast to traditional antibiotics, NPs combat microbes via multiple mechanisms that are simultaneously active. The advantage of these simultaneous mechanisms is obvious: a microbe is unlikely to have multiple mutated genes, so it is much more difficult to develop resistance to NPs.

### Acting as good carriers of antibiotics

NPs not only can combat bacterial and microbial resistance themselves, as mentioned earlier, but also can act as a "medium and carrier" of antibiotics. However, the mechanisms of NP-based drug delivery are different from those presented earlier.

Several types of NPs are currently used for drug delivery: liposomal NPs,[@b45-ijn-12-1227] solid lipid (SL) NPs,[@b46-ijn-12-1227],[@b47-ijn-12-1227] polymer-based NPs, polymer micelles, inorganic nanodrug carriers (including magnetic NPs, mesoporous silica NPs, carbon nanomaterials, and quantum dots), terpenoid-based NPs,[@b48-ijn-12-1227] and dendrimer NPs.[@b49-ijn-12-1227]

As a carrier for the delivery of antibiotics, the main advantages of NPs compared with conventional delivery systems are as follows:

*Size*: The ultra-small and controllable size of NPs is suitable for conducting antimicrobial operations and combating intracellular bacteria.[@b50-ijn-12-1227]

The treatment of infections caused by intracellular pathogens and strains with drug resistance is more complex using antibiotics[@b51-ijn-12-1227] because of antibiotics' poor membrane transport. Drugs of average size thus have little effect on intracellular microbes. A modified treatment method using drug-loaded NPs as intermediaries has been proposed to overcome this limitation. The size of most types of NPs is so small that they are easily phagocytosed by host phagocytes. Moreover, the structures of many types of NPs are suitable for carrying drugs (such as liposomal NPs, whose walls are composed of one or more lipid bilayers surrounding sphere-shaped NPs),[@b52-ijn-12-1227] and the flexibility of NPs to enter host cells via endocytosis makes it possible for most of the drug to be released intracellularly.

*Protection*: NP carriers can help to increase the serum levels of antibiotics and protect the drugs from resistance by target bacteria.

Within NP carriers, drugs are protected from detrimental chemical reactions; thus, the potency of the drugs can be maintained. In addition, protection from the resistance mechanisms of the target bacteria is an important mechanism.[@b6-ijn-12-1227]

Increased efflux and decreased uptake of antibiotics in bacterial cells (such as in *P. aeruginosa* and *E. coli*) are two common and important reasons for resistance to traditional antibiotics. However, researchers have shown that many NPs can overcome these mechanisms,[@b18-ijn-12-1227] inhibiting drug resistance. For example, in the gastrointestinal tract, dendrimers can inhibit P-glycoprotein-mediated efflux.[@b49-ijn-12-1227]

*Precision and security*: NP carriers can help to target antibiotics to an infection site and thereby minimize systemic side effects.

It is difficult to encourage high-dose drug absorption at the desired site while preventing side effects (including drug toxicity) when using conventional antibiotics without a carrier. NP-based antibacterial drug delivery systems deliver the drug to the site of action and therefore reduce the side effects. The undesired adverse effects of antibiotics on the body are specifically weakened because of the higher dose delivered to the site of infection.

Targeted NP-based drug delivery consists of passive targeting or active targeting. Passive targeting is achieved through enhanced permeation and retention at the infection site, and active targeting is achieved though surface modification of NPs, allowing the NP-based drug delivery system to selectively recognize specific ligands on the cells at the infection site. Active targeting includes receptor targeting, magnetic targeting, and temperature targeting.

Vancomycin strongly inhibits Gram-positive bacteria. However, vancomycin has strong ear and kidney toxicity. One way to improve treatment would be to increase drug delivery to the desired location, thus limiting the amount of drug reaching organs where it is unnecessary. With the help of NP carriers, vancomycin-modified mesoporous silica NPs (MSNs is a subset of Van) were designed, which made it possible to detect and kill pathogenic Gram-positive bacteria selectively over macrophage-like cells.[@b52-ijn-12-1227]

An effective and crucial strategy frequently employed to achieve "target therapy" is to first target macrophages with NPs because most active bacteria at infection sites can be targeted and swallowed by macrophages. The drugs in the NPs are then released in the macrophages in which bacteria are present.[@b53-ijn-12-1227]

*Controllability*: Sustained and controllable release of antibiotics can be achieved flexibly.

With a conventional delivery method, the blood drug level is maintained for a short time in a relatively large range that can exceed the maximal tolerated dose or fail to reach the lowest effective dose. As a result, repeated dosing is indispensable, with associated side effects. With the appropriate NP carrier or method of drug release, the blood concentration of the medicine at the infection site can be sustained at the required effective level for a long time, resulting in good stability, reduced frequency of medication, improved patient compliance, and reduced patient pain. Compared with free drug at the same concentration, drug delivered via an NP carrier has a much more prominent inhibitory effect on cellular growth, along with prolonged drug release.[@b54-ijn-12-1227] Moreover, NPs can be activated by different types of controllable stimulatory factors (such as chemical agents, a magnetic field, light, pH, and heat).[@b55-ijn-12-1227]--[@b57-ijn-12-1227]

In ocular remedies delivered using an appropriate SL NP carrier that can prolong the retention time in the pre-corneal area, the release of levofloxacin and other drugs is sustained and controlled, producing a better curative effect compared with conventional ophthalmic solutions.[@b58-ijn-12-1227],[@b59-ijn-12-1227]

*Combination*: Multiple drugs or antimicrobials can be packaged within the same NP, and NPs can be combined with other constructs to improve the agents' antibacterial properties. In this article, two levels of "combination" are described.

On the one hand, when faced with a single type of NP containing multiple antibacterial agents, it is difficult for bacteria to be resistant or to develop resistance because the probability of a cell containing multiple resistance mutations is very small. In addition, the simultaneous combination of different drugs results in higher efficiency due to the joint action of multiple mechanisms.

On the other hand, two or more types of NPs can be used in combination for enhanced antibacterial effects and prevention of resistance.[@b6-ijn-12-1227] When used alone, different types of NPs have distinct disadvantages. For example, the disadvantages of liposomes are their short shelf life, poor stability, low encapsulation efficacy, rapid removal by the reticuloendothelial system, cell interactions or adsorption, and intermembrane transfer. The disadvantages of SL NPs are an unpredictable gelation tendency and inherent low incorporation rates.[@b49-ijn-12-1227] Hybrid NPs can maximize the strengths while minimizing the weaknesses of the individual types of NPs. For example, studies have shown that superior efficacy of in vivo cellular delivery can be achieved by lipid--polymer hybrid NPs compared with delivery without polymeric NPs or by liposomes.[@b60-ijn-12-1227]

In addition, a prolonged effective time can be achieved through the "combinatorial" method, which can effectively and significantly reduce the possibility of the development of resistance in bacteria.[@b61-ijn-12-1227]

The abovementioned advantages may unite in diverse combinations with different emphases in the process of actual application.

### Negative side: as a promoter of drug resistance

With more and more research available, knowledge of the effects of NPs is beginning to develop from a single, positive angle, even as researchers try their best to be unbiased. While most of the studies mentioned earlier have shown evidence that the use of NPs as an antibacterial agent can effectively reduce the rate of resistance, the existence of a "pushing hand" is undeniable under certain experimental conditions, such as "in water along with the proper temperature and pH".[@b19-ijn-12-1227]

This phenomenon has been investigated. One study[@b19-ijn-12-1227] reported that the conjugative transfer of plasmids (such as RP4, PK2, and pCF10) could be promoted by aluminum NPs, which further resulted in the dissemination of MDR among bacteria not only of the same species but also across genera. The factors related to this promotion are as follows: 1) the extent of damage to the bacterial cell membranes resulting from oxidative stress caused by the aluminum NPs; 2) the concentrations of the aluminum NPs and mating cells; 3) the suitable environment, including the temperature and pH, which affects the transfer in water; and 4) the selectively promoted expression of specific genes (such as trfAp, trfA, and trbB) that are important for the transfer and replication of RP4 plasmids.

The negative effects also require attention to prevent the promotion of MDR, which may result in further hazards to public health and the environment.

The application of NPs
======================

Resurgent interest in NPs has been stimulated by the appearance of drug-resistant bacteria and the increasing rate of hospital infection outbreaks. Due to their excellent antimicrobial resistance properties, NPs have been widely used in many fields. Each type of NP has its own advantages and localization. Parameters including the mean particle size, shape, the specific surface area, and surface curvature affect the antibacterial activity and mechanism. In fact, the application of NPs in fighting bacteria has decreased bacterial infection. In the following sections, the antibacterial applications of NPs are discussed in detail.

Antibacterial application of NPs
--------------------------------

### Antibacterial coating of implantable devices

There are two types of human implantable devices with antimicrobial coatings; the first type is fully implantable devices, such as heart valves or dental implants. The antimicrobial coating of cardiovascular apparatuses in particular must have the appropriate blood compatibility to prevent thrombosis. The application of a titanium oxide coating on implants is based on pore morphology, with calcium, silicon, phosphorus, and silver particle enrichment.[@b62-ijn-12-1227] The coating inhibits the adhesion and growth of bacteria such as *Streptococcus mutans*, *Streptococcus epidermis*, and *E. coli* and prevents the occurrence of inflammation around the implants. Preliminary biological characterization also indicated that a nanocoating can improve the adhesion and proliferation of osteoblast cell lines.[@b63-ijn-12-1227] The other type of device is partially implantable devices, such as catheters, intravenous catheters, or neurosurgical catheters, which are more prone to bacterial colonization, thereby increasing the risk of infection in clinical applications. Specifically, nanopolymers can be used as antibacterial materials to retard the growth of catheter biofilms.[@b64-ijn-12-1227],[@b65-ijn-12-1227] NP coatings on invasive neurosurgical catheters can reduce the risk of bacterial infection and complications, with sustained release of NPs over 6 days significantly reducing the growth of *S. aureus*.

### Wound dressings

Skin is the natural protective barrier of the body, and it not only protects the body from pathogens and foreign bodies but also maintains the dynamic equilibrium of water and electrolytes. Trauma, burns, and several types of chronic skin ulcers can damage skin. A cover, called a dressing, must be used in the process of wound healing to rebuild the barrier function of skin, to accelerate wound healing, and to reduce the risk of wound infection. An ideal dressing would have similar characteristics to skin, such as promoting the proliferation and migration of fibroblasts, accelerating the formation of epithelial tissue, reducing scar formation, and exhibiting certain antibacterial and anti-inflammatory effects.[@b66-ijn-12-1227]

Many microorganisms can cause wound infections, and these can be divided into two types: 1) Gram-positive bacteria, such as *Staphylococcus* and *Streptococcus*, and 2) Gram-negative bacteria, such as *E. coli* and *Klebsiella* spp. Chronic infection is often accompanied by infections by multiple bacterial species and antibiotic resistance, but NPs possess broad-spectrum antimicrobial properties that can significantly inhibit bacterial growth and reproduction. The combination of nanosilver and a mixture of poly(vinyl alcohol) and chitosan (CS) has been studied in this context,[@b67-ijn-12-1227] and the resulting fiber mat can be used in wound healing. The high specific surface area of nanosilver results in good contact with bacteria, significantly inhibiting their growth and increasing the rate of wound healing.

### Bone cement

Bone cement is a self-curing plastic at room temperature that is composed of polymethyl methacrylate (PMMA) or modified PMMA and methyl methacrylate (MMA). Bone cement is commonly used to fix joint prostheses, such as in knee or hip replacement surgery, by filling the gap between the implant and bone. A previous study[@b68-ijn-12-1227] found that the infection rate following total joint replacement surgery was as high as 3%, and antibiotic-loaded PMMA may decrease the infection rate to 0%.[@b69-ijn-12-1227] However, multiple other studies have shown that bone cement loaded with antibiotics did not significantly reduce infection rates.[@b70-ijn-12-1227],[@b71-ijn-12-1227] Therefore, it is still unclear whether the traditional method of loading bone cement with antibiotics effectively reduces the infection rate following arthroplasty. However, the number of resistant bacterial strains is currently increasing, and if effective measures are not taken, incurable infectious diseases and small wounds may lead to death. NPs have a strong killing effect on certain types of antibacterial-resistant bacteria, and this effect has become a research hotspot.[@b17-ijn-12-1227] PMMA-based bone cement mixed with Ag NPs significantly reduces the formation of surface biofilms according to the Kirby--Bauer method and the time-kill method; the main mechanism of this Ag NP--PMMA is prevention of bacterial surface colonization.[@b72-ijn-12-1227] A concentration of nanosilver as low as 0.05% can significantly reduce the number of arthroplasty surgery-related infections, including methicillin-resistant *S. aureus* (MRSA), *S. aureus*, *S. epidermidis*, and *Acinetobacter baumannii* infections.[@b73-ijn-12-1227] Ag NPs have also been used to replace antibiotics in the development of a promising antibacterial bone cement.[@b74-ijn-12-1227]

### Dental materials

Plaque is an important ecological environment that allows microbes to settle on the teeth and is the initiating factor for common infectious diseases in the mouth. Many dental materials show improved performance after nanocrystallization. For example, nanodiamond-functionalized amoxicillin in combination with gutta-percha for root canal treatment can eliminate residual bacteria after root canal filling.[@b75-ijn-12-1227] In addition, due to the proliferation of bacteria and the reduction in pH in the course of treatment, orthodontic treatment often leads to the formation of dental plaque chalk, and brackets coated with CuO and ZnO NPs can effectively inhibit the growth of *S. mutans*; however, the coatings also affect the appearance of the brackets.[@b76-ijn-12-1227]

Maxillofacial prostheses placed in a complex external environment containing a variety of flora have been shown to develop biofilms, thereby increasing the incidence of tissue inflammation surrounding the prostheses. The addition of nano-titanium dioxide to prostheses resulted in antibacterial effects following light exposure.[@b77-ijn-12-1227] The clinical application of antibacterial NPs is further illustrated in [Figure 1](#f1-ijn-12-1227){ref-type="fig"}.

NP-based antibiotic delivery systems
------------------------------------

Osteomyelitis is mainly caused by pyogenic bacteria found in healthy oral flora, although cases of infection caused by fungi are also common. However, bone is typically protected from external pathogens, so the incidence of osteomyelitis is low. The difficulty faced by invasive pathogens in the colonization of bone is directly proportional to the difficulty of introducing antibiotics into the site of infection. The major downsides of conventional antibiotic approaches include 1) the systemic toxicity of antibiotics and 2) the inability of antibiotics to reach an effective concentration at the local site of infection.

The use of NPs can be considered a win--win solution in the quest for simultaneous bactericidal and osteogenic properties. Drug adsorption efficiency is directly proportional to the specific surface area of the adsorbent and inversely proportional to the particle size. Because of their large surface area and functionalization, NPs can be used as transporters to achieve targeted drug delivery. For example, the same effect of extended release can be achieved by compacting antibiotic-loaded calcium phosphate powder under pressure. Moreover, NPs have distinct advantages over other existing medicine carrier systems in terms of reducing the side effects of antibiotics.

In-depth research is being conducted to utilize the biological effects of nanomaterials for the delivery of antibiotics.[@b78-ijn-12-1227]--[@b81-ijn-12-1227] Gentamicin undergoes controlled release from CS/fucoidan NPs, which renders the NPs into a multiple-function drug delivery system with antibacterial and antioxidant activities that can be used to treat pneumonia.[@b82-ijn-12-1227] In addition, CS-coated alginate NPs increase the ability of daptomycin to permeate the limbal epithelium of the eye and also increase its ocular accumulation and effect duration. The key features of a drug delivery system are biodegradability, biocompatibility, controlled drug transport, and delivery to the target tissue.[@b83-ijn-12-1227]

Antibacterial mechanisms of NPs
===============================

The increasing use of NPs in medicine has led to a growing number of studies exploring potential antibacterial mechanisms of NPs.[@b6-ijn-12-1227] For example, metal NPs can change the metabolic activity of bacteria.[@b84-ijn-12-1227] This capacity represents a huge advantage in terms of eliminating bacteria to cure diseases. The ability of NPs to enter biofilms also provides a practical method to inhibit biofilm formation based on the Ag-inhibited expression of genes.[@b85-ijn-12-1227]

NPs need to be in contact with bacterial cells to achieve their antibacterial function. The accepted forms of contact include electrostatic attraction,[@b86-ijn-12-1227] van der Waals forces,[@b87-ijn-12-1227] and receptor--ligand[@b88-ijn-12-1227] and hydrophobic interactions.[@b89-ijn-12-1227] NPs then cross the bacterial membrane and gather along the metabolic pathway, influencing the shape and function of the cell membrane. Thereafter, NPs interact with the bacterial cell's basic components, such as DNA, lysosomes, ribosomes, and enzymes, leading to oxidative stress, heterogeneous alterations, changes in cell membrane permeability, electrolyte balance disorders, enzyme inhibition, protein deactivation, and changes in gene expression.[@b90-ijn-12-1227]--[@b92-ijn-12-1227] The following mechanisms are the most frequently proposed in current research: oxidative stress,[@b11-ijn-12-1227] metal ion release,[@b93-ijn-12-1227] and non-oxidative mechanisms.[@b13-ijn-12-1227]

Oxidative stress
----------------

ROS-induced oxidative stress is an important antibacterial mechanism of NPs. ROS is a generic term for molecules and reactive intermediates that have strong positive redox potential, and different types of NPs produce different types of ROS by reducing oxygen molecules. The four ROS types are the superoxide radical $(O_{2}^{-})$, the hydroxyl radical (·OH), hydrogen peroxide (H~2~O~2~), and singlet oxygen (O~2~), which exhibit different levels of dynamics and activity. For example, calcium oxide and magnesium oxide NPs can generate $O_{2}^{-}$, whereas zinc oxide NPs can generate H~2~O~2~ and OH but not $O_{2}^{-}$. Meanwhile, copper oxide NPs can produce all four types of reactive oxygen. Studies have indicated that $O_{2}^{-}$ and H~2~O~2~ cause less acute stress reactions and can be neutralized by endogenous antioxidants, such as superoxide enzymes and catalase, whereas ⋅OH and O~2~ can lead to acute microbial death. The main causes of ROS production are restructuring, defect sites, and oxygen vacancies in the crystal.[@b94-ijn-12-1227] Under normal circumstances, the production and clearance of ROS in bacterial cells are balanced. In contrast, with excessive production of ROS, the redox balance of the cell favors oxidation. This unbalanced state produces oxidative stress, which damages the individual components of bacterial cells.[@b95-ijn-12-1227],[@b96-ijn-12-1227]

Oxidative stress has been confirmed as a key contributor to changing the permeability of the cell membrane, which can result in bacterial cell membrane damage.[@b97-ijn-12-1227] Ansari analysis confirmed that Al~2~O~3~ NPs crossed the cell membrane to become intracellular, and the interaction of the NPs with the cell membrane eventually triggered loss of membrane integrity, most likely due to intracellular oxidative stress.[@b98-ijn-12-1227] In the same way, nanosilver ions are used as the center of catalytic activity to activate the oxygen in air or water, leading to the production of hydroxyl radicals and reactive oxygen ions, which prevent the proliferation of bacteria or kill them.[@b91-ijn-12-1227],[@b92-ijn-12-1227] A growing number of studies have also shown that ROS play a key role in the interaction between DNA and bacterial cells.[@b99-ijn-12-1227] Moreover, ROS are beneficial to increasing the gene expression levels of oxidative proteins, which is a key mechanism in bacterial cell apoptosis.[@b100-ijn-12-1227] Furthermore, ROS can attack proteins and depress the activity of certain periplasmic enzymes that are essential to maintaining normal morphology and physiological processes in bacterial cells.[@b101-ijn-12-1227] NPs can produce ROS by different mechanisms. The photocatalytic hypothesis is the current mainstream view. When metal oxide NPs, such as zinc oxide and titanium oxide, accept light irradiation energy greater than or equal to the band gap, the electrons (e−) in the valence band are stimulated and transition to the conduction band, resulting in a corresponding hole in the valence band (H^+^) and producing highly reactive reactants (electrons and holes) on the surface of and inside the catalytic material. H^+^ adheres to the surface of ZnO after interaction with H~2~O or OH^−^, which is then oxidized to the hydroxyl radical (·OH). Similarly, after electronic interaction with O~2~ and adherence to the surface of ZnO, the hydroxyl radical is reduced to the superoxide radical $(O_{2}^{-})$. The generation of ROS degrades the active components that are responsible for maintaining the normal morphological and physiological functions of the microorganism.[@b102-ijn-12-1227] In particular, TiO~2~ NPs generate electron--hole pairs after absorbing light.[@b103-ijn-12-1227] Electron--hole pairs react with water and air on the surface of the NPs to produce highly chemically active ROS that attack intracellular organic matter in bacteria. As another example, zinc[@b104-ijn-12-1227] is activated under ultraviolet (UV) and visible light, resulting in highly reactive ROS. Negatively charged superoxide and hydroxyl radicals can be maintained on the cell surface and do not penetrate into the intracellular regions of bacteria, whereas H~2~O~2~ can pass through the cell membrane. Scanning electron microscopy (SEM) revealed that zinc oxide NPs transformed the spiral shape of most *Campylobacter jejuni* cells into a spherical shape, causing a degree of cell damage and leakage. In addition, quantitative real-time polymerase chain reaction (RT-PCR) showed that ROS increased the expression levels of two oxidative stress genes (Kat A and Ahp C) and a general stress response gene (Dna K) by 52, 7, and 17 times, respectively. Furthermore, ultrasonic activation also can induce ROS formation. Zinc oxide NPs can split H~2~O into H^+^ and can react with dissolved oxygen to generate H~2~O~2~ in an environment containing water and oxygen. These ROS then penetrate the cell membrane to kill bacteria. Ultrasonic treatment of polymer NPs and colony-forming units can dissociate the NPs and promote their penetration through the cell membrane. In addition, antimicrobial metal ions are rapidly released from the surface to inhibit the proliferation of bacteria under ultrasonic conditions, which may be due to the increased rates of transport of bacterial oxygen, nutrients, and waste caused by ultrasound.[@b105-ijn-12-1227] However, a previous study[@b106-ijn-12-1227] showed that NPs also have antibacterial activity in the dark. ZnO produced minimal amounts of OH, which is the main antimicrobial substance produced by zinc oxide when stimulated by light. Oxygen vacancies located on the surface of ZnO play a significant role in producing H~2~O~2~. In heterogeneous catalysts, the catalytic activity of metal oxides depends on the density of the active site. Solid defects are often considered as the active sites of heterogeneous catalysis. The antibacterial activity of ZnO can be affected by the size of the zinc oxide crystals, the lattice constant, and the direction; the dominant factor is the *V*~0~ surface concentration on zinc oxide.

Dissolved metal ions
--------------------

Metal ions are slowly released from metal oxide and are absorbed through the cell membrane, followed by direct interaction with the functional groups of proteins and nucleic acids, such as mercapto (--SH), amino (--NH), and carboxyl (--COOH) groups, damaging enzyme activity, changing the cell structure, affecting the normal physiological processes, and ultimately inhibiting the microorganism. However, the impact of metal ions on the pH inside lipid vesicles is small during the antibacterial process of metal oxide suspension and has weak antimicrobial activity. Therefore, dissolved metal ions are not the main antimicrobial mechanism of metal oxide NPs.[@b102-ijn-12-1227] Similarly, a study showed that superparamagnetic iron oxide interacts with microbial cells by directly penetrating the cell membrane and interfering in the transfer of transmembrane electrons. In addition, heavy metal ions can indirectly act as carriers of antimicrobial substances.[@b107-ijn-12-1227]

Non-oxidative mechanisms
------------------------

Certain scholars have used electron spin resonance, liquid chromatography-mass spectrometry, proteomics tools, transmission electron microscopy (TEM), Fourier transform infrared (FTIR) analysis, and flat cultivation to study the antibacterial mechanisms of an MgO nanomaterial. Three types of MgO NPs have good antibacterial effects on *E. coli* under UV light, natural light, or complete darkness. These antibacterial mechanisms of NPs are unrelated to the membrane lipid peroxidation caused by oxidative stress, based on the following three points: 1) when the bacterial cell membrane is broken and surface pores are clearly visible, MgO NPs are not observed in the cell. Moreover, no excessive Mg ions are visible in energy-dispersive X-ray spectroscopy spectra. Thus, the inhibitory effect of MgO damages the cell membrane. 2) Only one type of MgO NP can detect small amounts of ROS; the other two cannot. 3) Lipopolysaccharide (LPS) and phosphatidylethanolamine (PE) in the cell wall are not significantly changed by MgO NP treatment, which indicates that MgO does not cause lipid peroxidation. In addition, the amount of ROS-associated protein in the cell is not increased, but many critical cellular metabolic processes related to proteins, including amino acid metabolism, carbohydrate metabolism, energy metabolism, and nucleotide metabolism, are significantly reduced.[@b13-ijn-12-1227]

Antibacterial activity of NPs
-----------------------------

### The interaction of NPs with the cell barrier

Cell walls and membranes are important defensive barriers for bacterial resistance to the external environment. In particular, the bacterial cell wall plays an important role in maintaining the bacterium's natural shape. The components of the cell membrane produce different adsorption pathways for NPs and Gram-positive and Gram-negative bacteria.[@b108-ijn-12-1227] LPS is a unique structure of the cell wall of Gram-negative bacteria that provides a negatively charged region that attracts NPs. In contrast, teichoic acid is only expressed in the cell wall of Gram-positive bacteria, so NPs are distributed along the molecular chain of phosphate, preventing their aggregation. Many studies have shown that NPs have greater activity against Gram-positive bacteria than against Gram-negative bacteria, because the cell wall of Gram-negative bacteria is composed of LPS, lipoproteins, and phospholipids, which form a penetration barrier that allows the entrance of only macromolecules. In contrast, the cell wall of Gram-positive bacteria includes a thin layer of peptidoglycan as well as teichoic acid and abundant pores that allow foreign molecules to penetrate, resulting in cell membrane damage and cell death. In addition, compared with Gram-negative bacteria, Gram-positive bacteria have a high negative charge on the cell wall surface, which can attract NPs.[@b109-ijn-12-1227] In one study, a hydroxyapatite whisker/nano-zinc oxide (HAPw/n-ZnO) composite had a stronger antimicrobial effect on *S. mutans*, *Candida albicans*, and *S. aureus* than on *E. coli*. The mechanism through which NPs cause bacterial death is dependent on the components and structure of the bacterial cell. Further explanations of the activity noted in the abovementioned study were given: 1) the antimicrobial action of ZnO is dependent on the specific bacterial cell composition, which might be improved for Gram-positive bacteria. 2) Certain components peculiar to Gram-negative bacteria, such as LPS, can prevent the adhesion of ZnO NPs to the bacterial cell barrier and regulate the flow of ions in and out of the bacterial cell membrane. 3) The thickness of the bacterial cell wall in Gram-negative bacteria affects the antibacterial function of NPs.[@b102-ijn-12-1227] Certain researchers similarly believe that the structure of bacteria can affect the antimicrobial activity of NPs. Hyldgaard et al[@b110-ijn-12-1227] showed that the phospholipid head groups of the LPS membranes in *E. coli* interact with ε-poly-L-lysine through electrostatic attraction, damaging the cell membrane. However, *Listeria innocua* film contains lysine-derived phospholipids, is amphoteric, and does not have a sufficiently strong net negative charge to attract cationic peptides; therefore, the cell membrane of *L. innocua* has lower permeability than that of *E. coli*. In another study, Wehling et al[@b111-ijn-12-1227] investigated the antibacterial activity of nanodiamonds in various surface structures with different reactive groups and found that these nanomaterials can form covalent bonds with adjacent proteins and molecules on cell walls. Coupling with intracellular components could further restrain key enzymes and proteins, causing a disorder of the bacterial metabolism and, finally, cell death. [Figure 2](#f2-ijn-12-1227){ref-type="fig"} shows that nanodiamonds can destroy a bacterial barrier to perform their antibacterial function.

Foster et al[@b112-ijn-12-1227] confirmed that titanium dioxide NPs can adhere to the surface of bacterial cells to produce ROS and damage the composition and structure of the cell membrane, thereby interfering with the function of the cell membrane and causing leakage of cellular contents, resulting in bacterial death. SEM has[@b113-ijn-12-1227] shown that treatment with TiO~2~ NPs increases the bacterial cell volume, causes honeycomb changes in the cell membrane, and causes cytoplasmic leakage. The surface of a bacterial cell has many pits, and bits of cell debris have been observed after n-ZnO treatment,[@b101-ijn-12-1227] resulting in reduced enzymatic activity and eventual bacterial death. Iron can also cause bacterial cell decomposition,[@b114-ijn-12-1227] and NPs can cause bacterial cells to aggregate, resulting in inactivation due to compression.[@b115-ijn-12-1227] Physical damage of bacterial membranes is the most important mechanism of the antibacterial activity of graphene. Tu et al[@b116-ijn-12-1227] investigated the antibacterial molecular mechanisms of graphene nanosheets against *E. coli*. Based on molecular dynamics simulations revealing the atomic details of the process by which graphene nanosheets induce the degradation of the cell membrane, the researchers concluded that destructive extraction of phospholipid molecules from the cell membrane by graphene nanosheets led to bacterial inactivation. Similar results were obtained by Akhavan and Ghaderi,[@b117-ijn-12-1227] who analyzed the interaction of graphene nanosheets with the cell membrane of bacteria. Specifically, the graphene was completely wetted in water by membrane lipids, and the dispersive adhesion between the graphene and the lipids played a dominant role during extraction.

In addition, Joost et al[@b113-ijn-12-1227] analyzed bacterial cell chemical structure and membrane changes using X-ray photoelectron spectroscopy after saturated fatty acid and unsaturated fatty acid oxidation and decomposition. Joost et al also determined malondialdehyde (MDA) content (MDA is the most important product of membrane lipid peroxidation), and the results showed that NPs can cause oxidative decomposition of the bacterial membrane. Direct contact between titanium oxide and the bacterial cell increases membrane permeability, but the effects are reversible at this stage.[@b118-ijn-12-1227] The cell wall is then gradually destroyed, and small molecules, such as ions and other substances, begin to leak from the cell; at this stage, the damage is irreversible. However, because peptidoglycan is highly cross-linked, the damage at this stage is not apparent. The cytoplasmic membrane is then projected into the surrounding medium through the degradation zone of peptidoglycan, leading to membrane damage and allowing higher molecular weight components, such as proteins, to cross the membrane. The final stage is cell degradation.[@b112-ijn-12-1227] Aluminum oxide NPs stimulate the formation of irregularly shaped pits and perforations in the cell membrane, which then interact with biological molecules in the cell. Attenuated total reflection (ATR)-FTIR analysis revealed that aluminum oxide NPs can interact with LPS and La-PE. Infrared (IR) analysis indicated that LPS can interact with Al~2~O~3~ NPs through hydrogen bonding and ligand exchange. Structural changes in the phospholipid lead to the loss of parent molecules, destruction of the cell membrane, and cytoplasmic leakage.[@b119-ijn-12-1227]

One of the foremost functions of the cell membrane is in the respiratory activity of bacteria. Studies have reported that NPs disrupt the respiratory activity of the bacterial cell membrane, which can be analyzed by detecting the uptake of O~2~ or the reduction in 2,3,5-triphenyltetrazolium chloride (TTC).[@b120-ijn-12-1227] Nanosilver ions have been shown to inhibit the growth of *E. coli* by causing cell wall pits, increasing membrane permeability and inactivating the respiratory chain.[@b121-ijn-12-1227] In addition, the potential of the bacterial cell membrane plays an important role in cell communication, which has a close relationship with apoptosis. For example, the disruptive effect of TiO~2~ NPs on the potential of the bacterial cell membrane was measured by fluorescence microscopy,[@b122-ijn-12-1227] and changes in the fluorescence intensity of the cytoplasm were observed when altering the potential of the cell membrane.

### The penetrating mechanism of NPs

*Diffusion*: NPs introduce ROS into bacteria by diffusion. Pan fabricated graphene oxide--iron oxide NPs by the chemical deposition of Fe(2+)/Fe(3+) ions on nanosheets of rGO in aqueous ammonia. The combined materials showed maximum antibacterial activity due to the generation of large amounts of hydroxyl radicals and diffusion into bacterial cells, which inactivated MRSA.[@b123-ijn-12-1227] Zhang et al[@b124-ijn-12-1227] examined the ROS generation mechanism of silver (Ag), gold (Au), nickel (Ni), and silicon (Si) NPs in aqueous suspension under UV irradiation (365 nm). The result showed that Ag NPs generated superoxide and hydroxyl radicals, whereas Au NPs, Ni NPs, and Si NPs generated only singlet oxygen, which entered cells to produce an antibacterial effect. The diffusion coefficient is the same as that of oxygen, or \~10^5^ cm^2^/s. Taking into account the thickness of the cell wall and membrane of *E. coli*, the diffusion time is \~107 s, and the average lifetime of ROS is 10^5^--10^6^ s. Therefore, ROS persist for a sufficient amount of time to diffuse into bacterial cells. Hydrogen peroxide and hydroxyl radicals can more easily penetrate cell membranes than the superoxide radical can. In addition to the abovementioned information, Mukha et al[@b125-ijn-12-1227] have shown that Ag NPs of \<10 nm can pass through the pores in the cell membrane, thereby allowing penetration of microbial cells. Therefore, the high antimicrobial activity of the synthesized Ag NPs is provided by a main parameter: size.

*Adsorption*: The metal ions of NPs are released into the surrounding media and bind with the negatively charged functional groups of the bacterial cell membrane, such as carboxyl and phosphate groups, in a process known as biosorption. Different metal ions have different sites of activity; for example, zinc ions can bind with high affinity to the --SH groups of proteins. The ordered and closely spaced cell membranes become confused and dispersed, destroying their inherent function and leading to bacterial death.[@b101-ijn-12-1227] Silver ion NPs (Ag^+^NPs) are firmly adsorbed on the cell membrane, which is reliant on Coulomb gravity, leading to protein coagulation.[@b14-ijn-12-1227] Similarly, a study showed that the signs of surface charges of Au NPs significantly affect the adsorption of NPs to membranes and that the electric features of the bilayer are also important.[@b126-ijn-12-1227]

### NPs inhibit the synthesis of bacterial proteins and DNA

In recent years, the interference of NPs with bacterial protein synthesis has gradually attracted the attention of researchers. Su et al[@b127-ijn-12-1227] investigated the influence of CuO NPs on bacterial denitrification by causing a significant alteration of the expression of key proteins. After entering cells, proteomic bioinformatics analysis showed that CuO NPs caused regulation of proteins involved in nitrogen metabolism, electron transfer, and substance transport. [Figure 3](#f3-ijn-12-1227){ref-type="fig"} shows the interaction network of the differential protein expression induced by CuO NPs. Yamanaka et al[@b128-ijn-12-1227] studied the bactericidal action of Ag NPs against *E. coli*, serving as a model microorganism, via energy-filtering TEM (EFTEM), two-dimensional electrophoresis (2-DE), and matrix-assisted laser desorption ionization-time-of-flight MS (MALDI-TOF MS). The results indicated that the expression of a ribosomal subunit protein as well as that of certain other enzymes and proteins is affected by silver ions.[@b91-ijn-12-1227] Similarly, Cui et al[@b129-ijn-12-1227] examined the antibacterial mechanism of action of Au NPs via transcriptomic and proteomic methods. They found that Au NPs exert antibacterial activity predominantly in two manners: one is prevention of the combination of a ribosomal subunit with tRNA and the other is collapse of the membrane potential, restraining ATPase activities to reduce the ATP level.

TiO~2~ NPs allow bacterial DNA compression, degeneration, and fragmentation, thereby reducing the physiological activity of genes.[@b115-ijn-12-1227] The affinity and binding mode of nano-titanium dioxide and DNA were predicted by molecular docking, which indicated that TiO~2~ NPs targeted DNA rich in G--C.[@b130-ijn-12-1227] In addition, whole-genome analysis can be used to characterize the molecular mechanisms of bacterial apoptosis. Researchers used this technique to analyze the mechanism of NP action against *E. coli* DNA.[@b131-ijn-12-1227] The study showed that mutant genes are concentrated in 10 areas of the bacterial genome, including gene expression, the activity of the molecular structure, the composition of the ribosome, and the modification of RNA. Another mechanism regulating gene expression that is involved in the bactericidal action of Ag NPs was reported by Nagy et al.[@b12-ijn-12-1227] The Ag NPs specifically showed satisfactory sterilization activity against *E. coli* and inhibited the growth of *S. aureus* and *E. coli*. The antibacterial activity of the Ag NPs involved a species-specific mechanism of upregulation of several antioxidant genes as well as genes coding for metal transport, metal reduction, and ATPase pumps. Therefore, the antibacterial mechanism of Ag NPs is related to the exhaustion of antioxidant capacity. In addition, the interactions of gold--superparamagnetic iron oxide NPs with bacterial proteins through a strong affinity for disulfide bonds were analyzed and were found to affect the metabolism and redox systems of bacterial cells. In addition, the NPs were found to attack the potential protein fucoidan to disrupt the integrity of the cell membrane, which is an important factor in maintaining cell morphology and controlling the transport of ions and molecules across the membrane.[@b132-ijn-12-1227] Many studies have demonstrated that iron can produce ROS, which interfere with electron transport during the oxidation of bacterial nicotinamide adenine dinucleotide.[@b7-ijn-12-1227],[@b133-ijn-12-1227],[@b134-ijn-12-1227] In addition, superparamagnetic iron oxide can damage macromolecules, including DNA, lipids, and proteins, through the Fenton reaction, leading to bacterial death. Iron increases the formation of ROS through oxidative stress and stimulates the electron transport chain to produce superoxide $(O_{2}^{-})$, which damages the iron clusters.[@b135-ijn-12-1227] Therefore, more divalent iron participates in the oxidation Fenton reaction, leading to the formation of hydroxyl radicals (·OH) and promoting the death of residual bacteria through the catabolism of the carbon source and the generation of nicotinamide adenine dinucleotide. The intake of superparamagnetic iron may also increase simultaneously because of functionalized polycarboxylate.

### NPs regulate the expression of metabolic genes

The processes of normal bacterial metabolism play a major role in maintaining the growth and reproduction of bacteria and can also cause disease. Disturbances in bacterial metabolism cause damage to the bacterial cell membrane and produce oxidative stress, ultimately leading to bacterial cell death.

Bacterial metabolic pathways are not isolated, but rather are integrated into the complex activity of living cells. For example, the glucose metabolism of *S. mutans* is an important mechanism that causes dental caries, and *Fusobacterium nucleatum* can utilize the metabolites of amino acids, such as butyric acid, which affects the progression of periodontal disease. Thus, purposeful alteration of the metabolic activity of bacteria can be used to regulate bacterial cell pathogenicity. Various mechanisms have been proposed for the effects of nanomaterials on bacterial metabolism, including a reactive oxygen mechanism and a metal ion dissolution mechanism.[@b101-ijn-12-1227],[@b102-ijn-12-1227] Liquid hue spectrum analysis showed that magnesium oxide NPs[@b13-ijn-12-1227] can alter the expression of many metabolic proteins, including the upregulation of a weak thiamine ester-binding protein and riboflavin metabolic protein and the downregulation of a protein mapped to the critical path of bacterial cell metabolism, resulting in a reduction in cellular metabolic activity, which suggests that NPs regulate the metabolic processes of bacteria by acting on target proteins. Copper oxide NPs can regulate the expression of proteins related to bacterial nitrogen metabolism and significantly inhibit the activity of nitrate reductase and nitrite reductase.[@b127-ijn-12-1227]

Moreover, considerable evidence has demonstrated that titanium dioxide affects the adhesion rate of bacteria and the formation of biofilms.[@b96-ijn-12-1227],[@b136-ijn-12-1227] NPs can also affect the metabolite levels of bacterial communities.[@b137-ijn-12-1227] Bacterial metabolism is an important activity of biofilms: D-alanine metabolism is essential to the formation and growth of *S. mutans* biofilm.[@b138-ijn-12-1227] Therefore, we hypothesized that nano-titanium dioxide inhibits the formation of biofilms, which may in turn influence the metabolism of biofilms. Generally, NPs can attack bacteria cells through multiple mechanisms, as reviewed in the following sections ([Figure 4](#f4-ijn-12-1227){ref-type="fig"}).

### NPs inhibit the formation of bacterial biofilms

The structure of biofilms makes bacteria very resistant to foreign chemicals. Earlier reports demonstrated that NPs interfere with biofilm integrity by interacting with EPSs.[@b139-ijn-12-1227] Ag NPs inhibit the production of EPSs, which further leads to action against the biofilms of drug-resistant strains of *E. coli* and *Klebsiella pneumoniae*.[@b140-ijn-12-1227] It was also observed that when a biofilm composed of *B. subtilis* grows to a certain extent, the edge of the biofilm will periodically stop growing so that nutrients can flow into the center of the biofilm. In this way, the bacteria in the center not only can survive but also can resist foreign substances.[@b141-ijn-12-1227] However, much evidence[@b96-ijn-12-1227],[@b139-ijn-12-1227] shows that NPs can affect the rates of bacterial adhesion and biofilm formation, but the specific mechanism is not yet fully understood. Mohanty developed Ag NPs using silver nitrate (AgNO~3~), and these Ag NPs exhibited activity against bacterial biofilms.[@b142-ijn-12-1227] Pan et al[@b137-ijn-12-1227] showed that NPs can affect the metabolic level of bacterial communities. Bacterial metabolism is an important activity for biofilms; for instance, D-alanine metabolism is essential for the formation and growth of *Streptococcus*.[@b138-ijn-12-1227] In addition, Lundberg et al[@b143-ijn-12-1227] confirmed that the long-distance electrical signal conduction of bacteria in a biofilm is carried out by potassium ion channels. Moreover, diffusion of potassium ions coordinates the metabolic activities of bacteria inside and outside the biofilm. It has been shown that Mg NPs can adhere to and diffuse into biofilms, and that this leads to disruption of the membrane potential, enhanced lipid peroxidation, and DNA binding. Disorder in the normal functioning of these processes decreases the ability of bacteria to form biofilms.[@b144-ijn-12-1227] However, studies have shown that NPs can act on the ion channels in bacterial biofilms, thereby regulating the metabolic activity of bacteria. Salem et al[@b145-ijn-12-1227] showed that the amounts of Ag NPs and ZnO NPs necessary for growth inhibition (minimal inhibitory concentration assay) and for inhibition of metabolic activity (INT assay) were nearly equal. The result suggested that the dominant antimicrobial targets of the NPs are the metabolic pathways of bacteria. Hence, the mechanism of inhibition of NPs of the formation of bacterial biofilms is related to the regulation of bacterial metabolism.

Crucial factors affecting the antibacterial mechanisms of metal NPs
===================================================================

The physicochemical properties of NPs include their size, charge, zeta potential, surface morphology, and crystal structure, which are significant elements that regulate the actions of NPs on bacterial cells. Moreover, environmental conditions, the bacterial strain, and the exposure time are other major factors that influence the antibacterial effects of NPs.[@b146-ijn-12-1227] Many data have also shown that a large specific surface area, high surface energy, and atomic ligand deficiency lead to the aggregation of metal oxide NPs. Therefore, it is important to discuss the main factors influencing the antibacterial activity of metal oxide NPs.

Size
----

Bacterial adhesion is a well-known process in the formation of bacterial biofilms that makes the individual organisms much more resistant or invulnerable to conventional antibiotics. Current research has shown that the size of a metal NP can greatly affect its antibacterial activity. The diameter and length of nanotubes were adjusted by the anodic oxidation process parameter, which provides the option to prolong the release of drug against *S. aureus*. The characteristics of NPs should be given more attention when assessing antibacterial activity.[@b147-ijn-12-1227] The synergetic effect of TiO~2~ nanotubes and silica NPs on the antibacterial activity of composite films was demonstrated in one study, and the results indicated that the size of the TiO~2~ nanotubes largely determined the extent and mechanism of the antibacterial activity.[@b148-ijn-12-1227] Smaller NPs have larger specific surface areas, which result in a higher probability of being in touch with and passing through the bacterial cell membrane than with larger NPs or polymers.[@b149-ijn-12-1227] However, the sizes of three types of Mg(OH)~2~ NPs were analyzed, and the smallest Mg(OH)~2~ NPs had the weakest antibacterial effect. Thus, the size effect is not the dominant factor. Careful attention should thus be paid to the other physicochemical properties of NPs when exploring their antibacterial mechanisms.[@b150-ijn-12-1227]

Shape
-----

Shape is an important factor related to antimicrobial activity. NPs with different shapes can cause varying degrees of bacterial cell damage through interactions with periplasmic enzymes.[@b151-ijn-12-1227] A comparison of pyramid-, plate-, and sphere-shaped ZnO NPs showed that the combination of β-galactosidase (GAL) and shape-specific ZnO NPs produced photocatalytic activity via obstruction and restructuring of the enzyme. Pyramid-shaped n-ZnO has also been shown to prevent the degradation of enzymes.[@b152-ijn-12-1227]

Y~2~O~3~ is widely used as an antibacterial agent with broad-spectrum antimicrobial activity. Prismatic-shaped Y~2~O~3~ NPs have shown greater antibacterial activity against *Pseudomonas desmolyticum* and *S. aureus*. Therefore, the shape of Y~2~O~3~ NPs may influence their antibacterial activity, which may be due to the direct interaction between prismatic Y~2~O~3~ NPs and the surface of the bacterial cell membrane, leading to breakage of the bacterial cell membrane.[@b153-ijn-12-1227]

Ag NPs were first applied in the field of biomedicine as sustained-release bactericidal agents. Cube-shaped Ag NPs exhibit stronger antibacterial activity than sphere-shaped and wire-shaped Ag NPs with similar diameters, suggesting that the shape effect on antibacterial activity is due to the specific surface area and facet reactivity.[@b154-ijn-12-1227] However, previous research indicated that the shape of a silver NP did not have an effect on microbiota susceptibility.[@b155-ijn-12-1227],[@b156-ijn-12-1227]

Roughness
---------

In contrast to the extensive research regarding the effects of different NP characteristics on bacterial cells, few studies have addressed the effect of roughness. As the roughness of NPs increases, the size and the surface area-to-mass ratio promote the adsorption of bacterial proteins, followed by a reduction in bacterial adhesion.[@b157-ijn-12-1227]--[@b159-ijn-12-1227]

Zeta potential
--------------

Recent studies have demonstrated that the zeta potential of NPs has a strong influence on bacterial adhesion. Because of the electrostatic attraction between positively charged NPs and the bacterial cell membrane, which is negatively charged, Mg(OH)~2_MgCl~ and Mg(OH)~2_MgSO4~ NPs, which have a positive surface charge, are prone to being adsorbed on the bacterial surface and are closely connected with bacteria, in contrast to their negatively charged counterparts.[@b148-ijn-12-1227] The potential of NPs to selectively gather at sites of bacterial infection increases vascular permeability.[@b160-ijn-12-1227]

Accumulation of cationic NPs is beneficial to inhibiting bacterial growth by limiting bacterial attachment. Slight penetration of NPs into the outer regions of the *S. aureus* envelope somehow provides high germicidal efficacy, possibly because the NPs can reach key structures through ion exchange.[@b161-ijn-12-1227]

Compared with negatively charged and neutral NPs, positively charged counterparts have been believed to enhance ROS production. A recent study showed that negatively charged NPs do not adhere to bacteria due to the negative potential on both. However, at higher concentrations, negatively charged NPs have a certain level of antibacterial activity due to molecular crowding, which leads to interactions between the NPs and the bacterial surface.[@b162-ijn-12-1227]

Doping modification
-------------------

The NPs currently used in clinical settings are limited by aggregation. Many studies have employed doping modifications to prevent the aggregation of NPs and to allow NPs to disperse in aqueous environments or other hydrophilic media. Doping modification is also one of the most effective methods to regulate and control the interaction of NPs and bacteria. Lately, the combination of ZnO NPs with Au to form ZnO/Au nanocomposites has been used to improve photocatalytic activity and enhance ROS generation. These effects are a result of the following factors: improved light absorption due to the surface plasmon resonance wavelength of Au; an altered band gap width of ZnO, which enhances the reactivity of photoinduced charge carriers; and increased efficiency of electron transport and charge carrier separation.[@b163-ijn-12-1227] The activity of antibacterial ZnO can be altered by doping modification. For instance, ZnO NPs doped with fluorine generate more ROS than ZnO NPs, resulting in greater damage to bacterial cells.[@b164-ijn-12-1227],[@b165-ijn-12-1227] The O content at the surface of the ZnO NPs is the key factor regulating antimicrobial effectiveness against both Gram-negative and Gram-positive bacteria.[@b166-ijn-12-1227]

Nano-TiO~2~ is widely applied in orthopedic and dental implants, which have antibacterial activity that can reduce the formation of biofilms. Compared with unmodified nano-TiO~2~, which can improve photocatalytic activity, the doped form can effectively extend the active spectrum to the visible light region because the valence bandwidth is increased and the forbidden bandwidth is reduced.[@b167-ijn-12-1227],[@b168-ijn-12-1227]

Environmental conditions
------------------------

A range of studies have indicated that different environmental conditions cause significant differences in antimicrobial activity. For example, the temperature of the environment has a potent influence on antibacterial activity due to its effect on the ROS generation rate. When ZnO NPs are stimulated by temperature, electrons are captured at the active sites. Afterward, the electrons interact with oxygen (O~2~) to produce ROS, thereby enhancing the antimicrobial effectiveness of ZnO NPs. Moreover, the pH of the environment influences in vitro antimicrobial activity. A decrease in the pH increases the dissolution rate of ZnO NPs, which results in greater antimicrobial properties.[@b169-ijn-12-1227] pH was specifically found to be associated with a 3.5±0.2- to 5.8±0.1-fold increase in NP adhesion to the bacterial surface. In addition, the loss of efficacy of poly(lactic-*co*-glycolic acid) (PLGA)-poly (L-histidine) (PLH)-poly(ethylene glycol) (PEG)-encapsulated vancomycin decreased under acidic conditions. The results suggested that selective protonation of the imidazole groups of PLH under acidic conditions strongly influenced NP surface charge switching. At low pH, the surfaces of the NPs were positively charged, which is beneficial to the interaction with the negatively charged groups of the bacterial cell barrier, inducing strong multivalent electrostatic regulation.[@b170-ijn-12-1227] Another study proposed an oxidative dissolution mechanism for Ag NPs through the interaction of Ag^+^ with dissolved oxygen and protons. Diversification in aquatic chemistry could activate Ag NPs, enhancing the antibacterial activity of the Ag NPs due to the release of Ag ions. This study again showed that the solubility of NPs was greater in acetic acid than in neutral water.[@b171-ijn-12-1227]

The characteristics of the medium, such as the pH and osmotic pressure, can influence the aggregation, surface charge, and solubility of NPs. Antibacterial tests of ZnO NPs in five types of media demonstrated that the antimicrobial activity of ZnO NPs is mainly due to free Zn ions and zinc complexes. Furthermore, the medium can supply nutrients to bacteria to improve their tolerance to NPs.[@b172-ijn-12-1227] Finally, a study has shown that preparation of ZnO NPs under different stirring conditions can affect their antibacterial activity against Gram-positive (*B. subtilis*) and Gram-negative (*E. coli*) bacteria and a fungus (*C. albicans*).[@b173-ijn-12-1227]

Limitations of the current research and future prospects
========================================================

The antibacterial mechanisms of NPs are still unclear. For instance, many studies attribute the antibacterial activity to oxidative stress or ROS, whereas for other NPs, such as MgO NPs, the antibacterial mechanism may not be associated with the regulation of bacterial metabolism. Therefore, the antibacterial mechanisms of NPs are worth addressing in future research.

The lack of unified standards is one limitation of the existing studies on the antibacterial mechanisms of NPs. In particular, different bacterial strains, action times, and NP characteristics have been examined in different studies, which make it difficult to compare antibacterial activity. Moreover, no single method fulfills all the conditions for obtaining information about the antibacterial mechanisms of NPs. Because different types of NPs exhibit different antibacterial effects, a comprehensive analysis is often proposed to study the potential antibacterial mechanisms. Sensitive bacterial strains are also often used to exactly determine the antibacterial activity of NPs.

Other limitations are the complex structure of the bacterial cell membrane and the lack of research approaches for in vitro studies. Furthermore, in vitro models cannot fully simulate the in vivo condition to accurately duplicate cellular interactions in the body. Therefore, it is impossible to estimate the antibacterial action of NPs through in vitro bacterial cell culture alone.

There are still many unanswered questions regarding nanoneurotoxicity, such as how NPs cross the bacterial cell membrane. The bacterial cell membrane is both a barrier and a channel for the inward and outward movement of substances. In Gram-negative bacterial cell membranes, porins, which generally allow the passage of molecules \<600 Da, are the main channels for the movement of foreign molecules into and out of the bacterial cell body. Therefore, almost the transport of nearly all NPs will be limited due to their size. However, certain scholars have proposed that porins can mediate the passage of NPs with diameters in the range of 1--9 nm through the bacterial cell membrane.[@b174-ijn-12-1227] Endocytosis of bacteria, similar to what is observed for eukaryotic cells, may be considered as another mechanism of NP movement.[@b175-ijn-12-1227] However, no results have been presented on this topic. Currently, the most reasonable mechanism is that bacterial cell exposure to lower concentrations of NPs causes the complete disintegration of the cells and removal of the LPS layer, which protrudes from the cell surface in the form of vesicles. Such membrane protrusions bind to NPs, which then enter the cell by electrostatic attraction.

Furthermore, studies addressing the intracellular inhibitory mechanisms remain limited. The oxidative stress induced by NPs deserves attention, and few studies have considered the action of NPs on the gene expression, protein synthesis, and metabolism of bacterial cells.

Summary
=======

In an era of increasing MDR, in which bacteria are developing resistance to many types of antibiotics, it is becoming very difficult to fight infectious diseases and cure patients, resulting in serious morbidity and mortality. NPs are a viable alternative to antibiotics and appear to have high potential to solve the problem of the emergence of bacterial MDR. The current in-depth review of the antibacterial mechanisms may contribute to the development of efficient antibacterial NPs and to the prevention of NP cytotoxicity.
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Bactericidal activity of NDs.

**Notes:** (**A**) TEM images indicate that, at sublethal ND concentrations of 0.5 mg/L, ND- is incorporated into *E. coli* cells and seems to deform the cellular shape (a, b); ND+ seems mainly to bind to cellular surface structures (c, d); Similar to ND-, agglomerates of negatively charged ND~pure~− are also found inside the cells, but they do not alter bacterial morphology (e, f); showing similar cell shapes to the ND-free control of *E. coli* (g, h). (**B**) Grades and pretreatments of NDs: a, negatively charged ND- and ND~raw~/ND~raw\ n.u.~ were shown to exhibit strong antibacterial properties under aqueous conditions, while ND+ caused bacterial death only at high ND concentrations; b, ND~pure~, independent of their charge, did not show any bactericidal effects. (**C**) Antibacterial activity of NDs on *E. coli* and *B. subtilis*. (a,b) Negatively charged ND- and ND~raw~/ND~raw\ n.u.~ strongly decreased bacterial viability measured by ATP levels in 15 min, while positively charged ND+ decrease ATP levels only at the highest ND concentrations for Gram-negative *E. coli* (a) and Gram-positive *B. subtilis* (b); (c) After incubation with 500 mg/L NDs, the determination of colony-forming units for *E. coli* and *B. subtilis* led to similar trends to the measurement of ATP, indicating that ND- and ND~raw~/ND~raw\ n.u.~ are very effective at inhibiting bacterial growth, while positively charged ND+ are less bactericidal. Reprinted with permission from Wehling J, Dringen R, Zare R, Mass M, Rezwan K. Bactericidal activity of partially oxidized nanodiamonds. *ACS Nano*. 2014;8(6):6475--6483. Copyright 2014 American Chemical Society.[@b111-ijn-12-1227]

**Abbreviations:** *B. subtilis*, *Bacillus subtilis*; CFU, colony-forming unit; *E. coli*, *Escherichia coli*; ND, nanodiamond; TEM, transmission electron microscopy; n.u, no ultrasonication.
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![The interaction network of differential proteins induced by CuO NPs.\
**Notes:** The network was created by the STRING algorithm, and strong interactions are represented by thicker lines. Reprinted from Su Y, Zheng X, Chen Y, Li M, Liu K. Alteration of intracellular protein expressions as a key mechanism of the deterioration of bacterial denitrification caused by copper oxide nanoparticles. *Sci Rep*. 2015;5:15824.[@b127-ijn-12-1227]\
**Abbreviation:** NPs, nanoparticles.](ijn-12-1227Fig3){#f3-ijn-12-1227}

![Mechanisms of NP action in bacteria cells.\
**Notes:** NPs can attack bacteria cell through multiple mechanisms: the formation of ROS leading to membrane, protein, and DNA damage; direct interaction occurs with cell membrane because some metal-based NPs can generate metal ion via dissolving, for example, inhibition of electron transport chain; and the regulation of bacterial metabolic processes.\
**Abbreviations:** NPs, nanoparticles; ROS, reactive oxygen species.](ijn-12-1227Fig4){#f4-ijn-12-1227}
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